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Dear Mr Brown,

Request for Information – reference 7227
ICO Case Reference Number – FS50505435

I refer to your complaint to the Information Commissioner on 17 July 2013 about the 
handling of your request for information.  You indicated that your complaint related 
only to the request for a copy of the contract between BT and the Welsh Government, 
referred to as the ‘Superfast Cymru’ contract, reference ATISN 7227.

Where possible, the Information Commissioner prefers complaints to be resolved by 
informal means, asking both parties to be open to compromise.  With this in mind, I 
have reviewed your request and decided that with the passage of time, I am now able 
to release some of the information and this is enclosed.  Other information contained 
within the contract is exempt from disclosure under Sections 31, 41, 44(1)(b) and 43(2) 
of the Freedom of Information Act 2000.  My full reasoning for applying this exemption 
for those parts is given at Annex 1 to this letter.

Any information released under the Freedom of Information Act 2000 or Environmental 
Information Regulations 2004 will be listed in the Welsh Government’s Disclosure Log.

If you believe that I have not followed the relevant laws, or you are unhappy with this 
response you have the right to complain to the Information Commissioner.  The 
Information Commissioner can be contacted at:

Information Commissioner’s Office,  
Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF
Tel. 01625 525747
Fax. 01625 525510
Email: casework@ico.gov.uk

30 October, 2013
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Also if you think that there has been maladministration in dealing with your request 
then you may make a complaint to the Public Services Ombudsman who can be 
contacted at:

Public Services Ombudsman for Wales,
Ffordd yr Hen Gae, Pencoed, Bridgend CF35 5LJ

Yours sincerely

Simon Jones
Head of ICT Infrastructure Delivery



ANNEX 1

ATISN 7227 - Consideration For and Against Disclosure of Information

Decisions relating to non-disclosure have been taken with due consideration of the 
exemptions identified under Sections 31, 41, 44(1)(b) and 43(2) of the Freedom of 
Information Act 2000 (FOIA).

The information that has been redacted is:

1. Terms and Conditions clauses:

a. 7.14 (cost per premise cap)
b. 18.4 – 18.8 (retentions)
c. 18.10 (loss of funding)
d. 20.1-20.2 (drop dead date)
e. 24.1 (limitation on liability)

2. Schedule 2 (Targets) 
3. Schedule 2, Annex 1 (The Grantee’s completed Project Plan)
4. Schedule 4 (Postcode data – full lists of postcodes)
5. Schedule 5 (Testing and Test Criteria)
6. Schedule 6 (Eligible Costs and Financial Information) 
7. Schedule 8 (Milestones) 
8. Schedule 12 (Clawback) 
9. Appendix 1 (Initial Documents)

Section 31 - Law Enforcement – applies to Schedule 4, Schedule 5 and 
Appendix 1

This section states (inter alia):

31 Law enforcement.
 (1) Information which is not exempt information by virtue of section 30 is exempt 
information if its disclosure under this Act would, or would be likely to, prejudice:
(a) the prevention or detection of crime

Section 31(1)(a) is a qualified (public interest tested) exemption.  This means that in 
order to engage it, I must show that the public interest in withholding the information is 
greater than the public interest in releasing it.  Before I can consider this, however, the 
Welsh Government’s Code of Practice on Access to Information obliges me to first 
consider the ‘substantial harm’ test. Under this, it has to be demonstrated that, should 
the information be released, the harm that would occur to the principle the exemption 
seeks to protect would be substantial.



Substantial Harm Test

The release of information requested would place in the public domain information that 
provides exact locations of assets and infrastructure owned by BT.  In so doing, this 
would be likely to compromise BT’s ability to keep secure its assets on behalf of both 
private and public sector customers. Releasing information on the location of sites and 
hosting protocols for internet websites would be likely to make the network vulnerable 
to e-crime. Harm would be likely to occur because criminals would be likely to have 
detailed information on internet gateways and target cyber attacks. I believe this harm 
would be substantial.

With the substantial harm test satisfied I can now go on to consider the public interest 
test.

Public interest arguments in favour of release

Apart from the general public interest in openness, I acknowledge that the release of 
this information would serve to inform the public of how the Welsh Government 
provides transparency over the provision of broadband services in Wales.  Release of 
this information would also help the public to find out where the network is located and 
how it could be served with broadband services.

Public interest arguments in favour of withholding

I have assessed whether the release of the information would be likely to prejudice the 
prevention or detection of crime in relation to the network assets.  The release of 
information requested would place in the public domain information that provides exact 
locations of assets and infrastructure owned by BT.  In so doing, this would be likely to 
compromise BT’s ability to keep secure its assets on behalf of both private and public 
sector customers. Releasing information on the location of sites and hosting protocols 
for internet websites would be likely to make the network vulnerable to e-crime. 

Harm would be likely to occur because criminals would have detailed information on 
internet gateways to target cyber attacks.  In the 2007 Information Tribunal case of Mr 
C P England and London Borough of Bexley v Information Commissioner (Appeal No: 
EA/2006/0060 & 0066), a request for "a copy of the working document showing the 
vacant, empty or abandoned residential properties which have come to the Council’s 
notice" was refused under s31(a) on the grounds that information about empty 
properties was likely to prejudice the prevention of crime as it would make it easier to 
identify them and thus make them more likely to be targeted for theft, vandalism etc. 
The Tribunal upheld the decision, stating there was “an inherent strong public interest 
in avoiding likely prejudice to the prevention of crime.  It also seems to us that the 
stronger the evidence is that disclosure would be likely to prejudice the prevention of 
crime, the stronger the public interest is in maintaining the exemption”. 

The release of exact locations of infrastructure deployed would likely increase the risk 
of theft and/or criminal damage to the network. There have previously been a number 
of attempted thefts of network assets, with one attack breaching the security in one 
location. There have also been acts of criminal damage on several locations in the 
past which were investigated by North Wales Police.  This resulted in significant costs 



to repair the damage caused. Release of information on asset locations would be likely 
to increase the risk of further attacks.

In conclusion, and in the absence of a strong competing public interest in the release 
of this information, I believe the public interest arguments identified for non-disclosure 
outweigh those in favour. 

Section 41 – Information provided in confidence – applies to Schedule 2, Annex 
1 and Schedule 6

Section 41 sets out an exemption from the right to know where the information 
requested was provided to the public authority in confidence and disclosure of the 
information would give rise to an actionable breach of confidence. 

S 41 Information provided in confidence:
 (1) Information is exempt information if—

(a) it was obtained by the public authority from any other person (including another
public authority), and 
(b) the disclosure of the information to the public (otherwise than under this Act) by 
the public authority holding it would constitute a breach of confidence actionable 
by that or any other person.

Section 41 is an absolute exemption and is not, therefore, subject to the public interest 
test.   This exemption provides that there may be circumstances where information 
contained in a contract agreed between a public authority and another party is 
obtained by the public authority from the other party as part of the contractual process.  
In this case, the information which is exempt under Section 41 was inserted into the 
contract from documents that were originally provided to us by BT in confidence as 
part of the competitive dialogue procurement process during the bidding stage.   A key 
concern of bidders in competitive dialogue procurement is the protection of 
commercially confidential information.   Given the sensitive nature of this information, I 
am satisfied that disclosure of this confidential information would breach confidentiality
and as such, the confidentiality of the information should be preserved and for those 
parts, this exemption is therefore engaged. 

Section 44 – Prohibitions on Disclosure – applies to Schedule 5 and Appendix 1

Section 44(1)(b) states:
44 Prohibitions on disclosure
 (1)Information is exempt information if its disclosure (otherwise than under this Act) by 
the public authority holding it: 
 (b) is incompatible with any EU obligation, 

The term “Community obligation” includes EU Regulations.  This is of general 
application and is binding in its entirety and directly applicable in all Member States 
(see below for “Member State”). 

As the provider of a public electronic communications service BT has an obligation 
under the Privacy and Electronic Communications (EC Directive) Regulations 2003 



(“PECR”) to provide a secure network and to safeguard the security of its services.  
Schedule 9 (Reports) and Schedule 5 (Testing and Test Criteria) contain detailed 
network information (e.g. Handover Point locations) and highly sensitive Design Rules 
relating to the deployment of the NGA network and deployment of services.  I am 
satisfied that disclosure of this information would compromise the security of BT’s 
network and would therefore be incompatible with BT’s obligations under PECR which 
is made pursuant to EU Directive 2002/58/EC on privacy and electronic 
communications.  This exemption is therefore engaged for those parts. Section 
44(1)(b) is an absolute exemption and not subject to the public interest test.

Section 43(2) – Prejudicial to Commercial Interests - applies to Terms and 
Conditions 7.14, 18.4-18.8, 18.10, 20.1-20.2, 24.1; Schedule 2; Schedule 2, 
Annex1; Schedule 6; Schedule 12

Section 43(2) states:
43 Commercial interests
 (2) Information is exempt information if its disclosure under this Act would, or would 
be likely to, prejudice the commercial interests of any person (including the public 
authority holding it).

Section 43 is a qualified (public interest tested) exemption.  This means that in order to 
engage it, I must show that the public interest in withholding the information is greater 
than the public interest in releasing it.  The exemption is also subject to the Welsh 
Government’s ‘substantial harm’ test. 

Substantial Harm Test

Information that has been redacted is commercially sensitive information which could 
be used to the advantage of BT’s competitors.  BT is still actively competing with other 
companies to win similar business.  There is a pipeline of opportunities currently 
available for BT to bid for in order to provide similar services to other public 
authorities. Additionally, some of the redacted information, if disclosed, would reveal 
BT’s strategy for products that are not yet launched.  The redacted information may 
also create an expectation/reliance by BT’s national Communications Providers that 
such products are or will be available when BT is at a stage of the project where there 
is still reasonable uncertainty as to the timescales for their delivery.  It is likely that 
failure to meet these expectations would be damaging to BT’s reputation and thus 
affect business and share price.  Disclosure of this information would therefore be 
highly prejudicial to BT’s competitive position in relation to these opportunities and 
future business and I believe the resultant harm to BT’s commercial interests (should 
this information be released) would be substantial.

With the substantial harm test satisfied I can now consider the public interest test.

Public interest arguments in favour of release

I acknowledge there is a public interest in openness and transparency within 
government, particularly in terms of ensuring transparent and accountable government 
by disclosing how the Welsh Government spends public money.  It is also recognised 
that the public have a right to know that the Welsh Government is investing public 



money wisely and that the awarding of public sector contracts is done fairly and within 
the rules.

Public interest arguments in favour of withholding

Having reviewed the information, I am satisfied that the redacted information is 
commercially sensitive which, if released, would be likely to be prejudicial to the 
commercial interests of BT as it is likely it would be used to the advantage of BT’s 
competitors.  As stated above, BT is still actively competing with other companies to 
win similar business.  There is a pipeline of opportunities currently available for BT to 
bid for in order to provide similar services to other public authorities.  Additionally, 
some of the redacted information, if disclosed, would reveal BT’s strategy for products 
that are not yet launched.  It is likely that the redacted information would create an 
expectation/reliance by BT’s national Communications Providers that such products 
are or will be available when BT is at a stage of the project where there is still 
reasonable uncertainty as to the timescales for their delivery.  It is likely that failure to 
meet these expectations would be damaging to BT’s reputation and thus affect 
business and share price.  It is likely that disclosure of this information would therefore 
be highly prejudicial to BT’s competitive position in relation to these opportunities and 
future business.  

In addition, I believe that the public interest lies only in the wider detail of the contract 
rather than the detailed financial and operational information contained within the 
document.  When a company shares its commercially sensitive information with the 
Welsh Government, it is doing so on the basis that the commercial sensitivity of that 
information is recognised by Welsh Ministers and will be protected.  The public interest 
would not be best served by key suppliers such as BT not being able to share 
confidential information with the Welsh Ministers as this would then impair the ability of 
the Welsh Ministers to engage in a fair and effective procurement exercise. Some key 
suppliers of services to the Welsh Ministers would not then disclose confidential 
information to the Welsh Ministers as part of any such procurement exercise. 
Thereafter the Welsh Ministers’ ability to discharge its statutory duty to obtain “good 
value” from private sector suppliers would be materially impaired. 

I am satisfied that disclosure of the redacted information would be likely to result in BT 
failing to compete in the market place and thus would be likely to prejudice its 
commercial interests.  Whilst the information may be of interest to those working in 
direct competition with BT, I cannot see any wider public interest in releasing the 
redacted information.  As such, I have concluded that the public interest in withholding 
the redacted information outweighs that in releasing it and this exemption is therefore 
engaged. 
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